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55 3% openssl #4F, 7 LLZ: openssl B W R#: http://www.openssl.org/source/ N %5 22354 $ A Hh
THE L.
2.1.1 &F openss|

1%\ openss| version & openssl 24 Rl il A

ILl UULUOLOCO LIS L 7 7

[root@localhost /]# openssl version
OpenSsSL 1.0.1e-fips 11 Feb 2013

1
2.1.2 1% key FASASC

fEFI LA R fr 2k AL EH: openssl genrsa -des3 -out www.mydomain.com.key 2048, A B AL EHIRAELE
MHIE .

[root@localhost /]# openssl genrsa -des3 -out www.mydomain.com.key 2048
Generating RSA private key, 2048 bit long modulus

e 1s 65537 (0x10081)

Enter pass phrase for www.mydomain.com.key:

Verifying - Enter pass phrase for www.mydomain.com.key:
[root@localhost /1# 1s

123.txt dev 1lib media proc selinux [l www.mydomain.com.key
bin etc 1lib64 mnt root srv usr
boot home lost+found opt sbin sys var

[root@localhost /1# |

K 2

2.1. 3% /K csr Xt

A5 FH DL A 2 SR A2 RFAEH « openssl req -new -key www.mydomain.com.key -out www.mydomain.com.csr
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[root@localhost /]# openssl req -new -key www.mydomain.com.key -out www.mydomain
.COM.CST

Enter pass phrase for www.mydomain.com.key:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:CN

State or Province Name (full name) []:GuangDong

Locality Name (eg, city) [Default City]:ShenZhen

Organization Mame (eg, company) [Default Company Ltd]:Wosign CA Limited
Organizational Unit Name (eg, section) []:Wosign Support

Common Name (eg, your name or your server's hostname) []:www.wosign.com
Email Address []:support@wosign.com

Please enter the following 'extra’ attributes
to be sent with your certificate request

A challenge password []:1234

An optional company name []:

[root@localhost /]1# |}

K3

Country Name (2 letter code) [GB]: #ii A\ [E F M X AT, an-p E ) CN

State or Province Name (full name) [Berkshire]: Hi[X 25 3

Locality Name (eg, city) [Newbury]: 355 4 #x

Organization Name (eg, company) [My Company Ltd]: A &) 4 FK
Organizational Unit Name (eg, section) []: #1444 #K

Common Name (eg, your name or your server’ s hostname) [|: HiFIEBig 4
Email Address []: ¥ HE5H

b5 Al RE AR RN RS, —ROE RN, EAZEIZERT AT
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FINAE DB G IE DS, 258 — NS0 486050, AR 5 #5452 094 SO for
Apache. for IIS. for Ngnix. for Other Server, XAEIUETI1) LA, Apache 75 ZF % for Apache 1% 3{

IAETS
'R for Apache.zipg— RBE T 2014/8/20 14:00  WinRAR ZIP
B for 11IS.zip 2014/8/ 0  WinRAR ZIP
8 for Nginx.zip 1 WinRAR ZIP
& for Other Server.zip WinRAR ZIP
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4. 3ERTH
f#JE Apache SCHFTTLLE I 3 N SCfE. GUEAS]. EHEE, W 6

= root_bundle.crt 4 R 2016/12/7 9:41 =il
5 testwosign.com.crt 4= 250 2016/12/7 241 e
K 6

4.4 F%E SSLIER
1. FT7F apache %3 HFF conf H3EH ) httpd. conf X, FF

#LoadModule ssl module modules/mod ssl.so

(W RIRABTERH NS BRI openssl)

#Include conf/extra/httpd ssl.conf
BIR A7 2 I RL L O R 5 8
RAFIE

N :J:Tﬁ apache ﬁ% H ZZI'ﬂ: conf/extra E;—T%‘:F'El/‘] httpd-ssl.conf Iﬁ:

(JERE: yum Z23ERCE H%: conf. d/ssl. conf
ubuntu/apache2 %# H%: conf/sites—enabled/*. conf )

R E AP AR UL T R B A

a. AN SSL PMSSZRF, SR AN 2 A B SUNTIN 3 B4

SSLProtocol all -SSLv2 -SSLv3
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SSLCipherSuite AESGCM:ALL:!DH:!EXPORT:!RC4:+HIGH: !MEDIUM: !LOW: !aNULL: !eNULL;

c. B SS#HE B A B 21Z#84E N (FE conf Hr FEIEE ss1 Hk, ¥ for Apache B =
MEB S LR ss1 HEF)

SSLCertificateFile conf/ssl/test.wosign.com.crt GEBAE)

d. ¥R % #IE B AR E 2NZ AR T
SSLCertificateKeyFile conf/ssl/www.mydomain.key (UEFFAEH, 2B/ csr B 1 key SCAF)

e. FG IR S5 Zo e P AEE I B 2R R
#SSLCertificateChainFile conf/ssl.crt/root_bundle.crt(ﬁEq%%g)ﬂw&%fféiﬂg “q” 5%
ERRT

fRAEEH, FFE )T Apache. )57

3. HEA Apache %3G H3 T bin H3%, 700 N4
./apachectl -k stop

./apachectl -k start

4.5 M3zt SSL iEP
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a. HMEPMFNZ4EEM: https://bbs. wosign. com/thread—1284-1-1. html
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https://bbs. wosign. com/thread-1667-1-1. html
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