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1.1 R S5RRIMERE

Tomcat %%e SSL A3, H5E5eHfiih tomeat A1 jdk (IfiAS, tomeat8.5 Hil & ARASIE 5 7 J7 s0AN—HE, 2e%he SSL
UEFS e, KRB AES, 7350 jdk1.6 R BTRRA, ANSCHRERTIINE £ 46 TLS1.1 A TLS1.2 #hilt, EHIE
JDKL.7 LA_ERR A

ik tomcat fEIEH 24T, #EA tomcart i H & T4 E bin SCHF o AT LA windows:“startup.bat”

(linux:”startup.sh”) .

JASIPAT S, AT S Tomeat W AR 55 BRAA R AL :  http://127.0.0.1:8080

'@ hpache Tomeat/7.0.28 X
« € [1127.0.0.1:8080

Home Documentation Configuration Examples Wiki Mailing Lists Find Help
Apache Tomcat/7.0.29 Wpache Software Foundation
- http://www.apache.org/

™  Recommended Reading: Server Status

g Security Considerations HOW-TO
Manager App
/‘K Manager Application HOW-TQ JE

Clustering/Session Replication HOW-TO DALY

Developer Quick Start

Tomcat Setup Realms & AAA Examples Servlet Specifications
First Web Application JDBC DataSources Tomcat Versions
Managing Tomcat Documentation Getting Help
For security, access to the manager webapp is Tomecat 7.0 Documentation FAQ and Mailing Lists
restricted. Users are defined in
Tomcat 7.0 Configuration The following mailing lists are available
$CATALINA_HOME/ conf/tomcat-users. xml
Tomcat Wiki announce@tomcat.apache.orq
In Tomeat 7.0 access to the manager Important announcements, releases, security
application is split between different users Find additional important configuration vulnerability notifications. (Low volume).

Read mare... information in:

users@tomeat.apache org
$CATALINA_HOME/RUNFIFG. txt User support and discussion

K1
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1.2 & ¥ Csr #1 Keystore 31
BEN DOS i 247 BHARIN T
FFaR-> J817-> emd->cd 2234 jdk (1 H X B2
C:\Program Files\Java\jdk1.5.0 04\bin & 2

AFITRDO¥Sy systemdZ?2icmd. exe — keytool —genkey —aliaz tomcat —keyalgz R

Microsoft Windouws XP [H'F' 5.1.26881

A 1985-2001 Microsoft Corp.

C=“Documents and Settings>zhengdangi>*cd C:“Program Files“Java“jdki.5.8_#4-bin

C:“Program Files“Java“jdkl.5.8_@4“bhin>

1.2.1 %A% Server FA%A
Keytool -genkey -alias [keyEntry_name] -keyalg RSA -keystore [keystore_name]

-keysize 2048  fn& 3

A\WINDO¥WS\sy=stend2\cmd. exe
Wi RP I 5.1.268081
‘H 1985-2001 Microsoft Corp.
IC=“Documents and Settings“zhengdangi>cd C:“Program Files“Java“jdkl.5.B8_B4-hin

C=“Program Files“Java“jdkli.5.8_84“bhin>keytool —genkey —alias tomcat —keyalg RERA
» —keysize 2848
R 111111

Fl. 0=WoSign, L=

frﬁ]‘.( tomcat > : _E 2 E‘l _
L keystore

C:“Program Fileszs“Java“jdkli.5.8_84~hin>

Kl 3
PL_E B Ao iy 28 A2 ) 2048 211 RSA RAEH, RAVEHSCHE4 N:  server, RASHREHIN keystore %

0, SREEN N changeit, &0 LLYEE —/ MR &N, (HIE— € ZidfE.
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FeAE 217~ “What is your first and last name?”, TEHAEE I SSLAUEPRE4, AR HRBAERANA
PES, W RIE T BN www. domain. com HIiE SSLAEF LA HE RN domain. com. SSLIEFHE ™ 18 A4 1) o

B, MNEREITARR. BALEER. PRI e R M E X 48 S (P EE: ON, HphEZIAHAS) ,
AL ARR— 8 ESUEWISC M BRI AR —8. BRIE RS L AUE ON 4b, HRERAT DL St 3. e, R
BNALEHED, TE €2 keystore M keyEntry AN —FERIED, S ERTEZ) Tomcat J5 2R ERE
S|

B.: java. security. UnrecoverableKeyException:

Cannot recover key. [EIIF, 0 L% !

1.2.2 HE Ak Csr X
A LR kA CSR
Keytool -certreq -alias [keyEntry name] -file request.csr -keystore [keystore

name] Wil 4

IC:“Program Filezs“Java“jdkl.5_A_H4%~hin>keytool —certreq —alias tomcat —file regue
=1 r —keystore server
Rl M keystore TEAY . 144444

C:~Program Files“Java“jdkl.5.8_B4~bin>_

Kl 4
b B oR Bt R 2L CSR SCIF, SRR SER 1 CSR AL B 2L Al -

1.2.3 B AE O
EIAE O A I AR T 3%, RVEHSCE: server TRAFTERSIARSS A5 7h, 1EHE CSR XX request. cst K45

WoSign BIHJ.  (JERE: ML PIASCAFBRMT AR AE 238 jdk1. 5.0 04 HRHH bin CfFRAU  server Al

request. csr)

ARG AR BUIE TR CSR SCA2 3 i P T OB I L AT IF . W R &l 5:
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- !& request. csr — TR

Tt E fFiEE BRQ BEFW MR

MIIC1zCCADBCANAWGZEXCZAJBgNUBAYTAKNDMR IWEAYDVQQIDANL1ub/KuJznnIEXDZANBgHUBACH
Bua3selcszEPMABGATUEChMGU29TaWduHTHwH]YDUQQLDCrmt7HInLPmsoPpgJrnlLR1rZ2D11Yb1
igHmnI31ligHmnInpmZD1lhazlj7gxFzAUBgQHNUBAMTDMMYbSS53b3MpZ28uY29tHMIIBI jANBgkqhkitG
SwBBAQEFAADCANSAMI IBCgKCAQEAOUMpgZGuLmSsQu3sI IFWquZNum7ple5zjIuBZqqsceilloZk2
IGOSKSuY8j8dpWsyulr19zjTT9=ztAL9 faa]aT8 At BuHAzYorDESFroG2I8zH+qimunIU2L I8KbF+
HGA41GFEqOe?Lo jHNIqUWKC JrqLun/ KEWShucDIzdTguLHHqq IkmPF akloqf++ /9 7AphgXDn+UZRY
BLjvHaLFZ2uPtgqbOvazSnNbSgf6K?8x0CJkPKun1Hul4q7FzcOKKkJe5s1ugE8PU2ZAzb ) TENS4KH
CGP3ppSzH3FFXwEz1VRDEEHERdcUYRHLEWAIrjJmmMEF Iq7 qLF1p IrKuyFHWQT7-IQIDAQABOARY
DOYJKoZIhucHAQEEEQADgQEBABU1BRYUZ JhHFFQUOWUYIVZHTzsQcY TAVI1in2RODLEBD R/ Za0va
Hj2GEOFUUZokBq?RGascj1zQRoeJF20nzYUqzKoL Zwlgfa9IPYFK+9bBDFUBG6/ IHNOS0YHPKZF2u
61uv/QFpPuos8Y3YHDYKCCPF BhSozPWozUyuGpnl/e¥SIkeNluoS7R1xGa+RUEKBESS+HudravqKR
+pnEUCOx7SFuTUpalSSB1qmuzc1PM1AU1SS15LDDSRkZWILE+A280XcvaY It szYhaoUWPS7TOGE
IBUtToNcPWIpGqhh/7BRPr406seEWtZLYKTFnpoXDkUnpunzDWAqed8ddX2mlGw=

————— END HEW CERTIFICATE REQUEST----—-

K5

Y J5 ek ) BT T £ 9 R I 3040 M e Bt tps /v, wosi an. com/support/check_csr. htm M

o5 LRI 125 R 75 S M 0, TN 1 CSR SCHE % WoSign BVTT . i5— s AN B Ah s AR 45 22,
SRR . W% T 6:

EFARATCSR ERRBLEMCSRYETER
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2 EFUEP R

M RIS e HEIE T, BB IER) SSLAET, sSLEIHIE”,
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RS ERIEREA, BIEER, REHERE, HFREIED 2R,
-4 TR A
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N

N

5 FIATRER
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3.1 AP RIRIER
T 4 WoSign ¥ HR I A ) Csr ST LA 1828 R IR A5 2315 o BRI 8 S 3 T2 1R 46 S04, I LT (1 for other
server.zip 3CHF, S EIBEEINES T LANIER, @ 11

5l cross.cride— 27 % 2016/12/7 9:4 ZaiTH

Sl issuer.crie— AR 2016/12/7 9:41  Z2LH

Sl rootcrt = THERAR 2016/12/7 %:4 22T

] testwosign.com.crt """/.«’}%ﬂ 2018/12/7 9:41 g T
K11

PUAET] LU iy & R S ARG 2HE T, Het:

Tomcat (S AMRIES, HEREEFZN):

Tomcat Z23EH FACTAHAR . 22 XM HEMR . H A UEB4E- S A2 keystore H
(EE: keystore Z[FTF server XA, JFHESTE keystore ZFRBCA: server.jks 5%
yourdomain.jks)

AU

Keytool -import -trustcacerts -alias [keyEntry_name] -file xxx.cer -keystore [keystore_name]
[keyEntry _name] : #]44;

XX.Cer FORMIIEF A 44

[keystore_name] : P58 %8 server;

keytool -import -trustcacerts -alias root -file root.crt -keystore keystore

keytool -import -trustcacerts -alias cross —file cross.crt -keystore keystore

keytool -import -trustcacerts -alias issuer -file issuer.crt -keystore keystore

3.2 FAIRS U
Keytool -import -trustcacerts -alias [keyEntry _name] —file user_domian.crt -keystore [keystore _name]
[keyEntry_name]: %4 ; &HHI{E CSR BHEHIA 5] 4 5
xx.crt : TR RS FEB AR
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[keystore_name]: iETi4#% server;

keytool -import -trustcacerts -alias 7|4 -file xx.crt -keystore keystore

FEIBAT B I S IOR B AT, WU AN server NMIRERIFID.  F: ZESFAEBRRHE
R PORRTR: VAR PN O T H0% . AR R AR B IER, PRRIEBET AT
AN M NIEREER server B, — & B A4 CSR I —#£ 5 44 (-alias), [FJS {8 FH -trustcacerts 4. Wik
AFEE RN, AR AR !

Dbk BUEFS

RAFANPEARUEF RS SEB G, TRLEN LN dr o E g M s 7 IgOE B, w17

E

keytool —list —v -keystore [HFFi30]

3.3 BLEERE SSLIEP
3.3.1 Tomcat 8.5 Z EjhR 7~

HE| Tomcat %3 Hx conf T “Serverxml” , HSCARZRESITIT, HEWFERME W 12:

| 7 server.zal x|
T - T L . L - T - Ty - L
73 <!—— A "Connector™ using the shared thread pool-->
7d < l=-—
75 <Connector executor="tomcatThresdFool”
7E port="g030" protocol="HTTPS/1.1"
77 connectionTimeouc="20000"
78 redirectPorc="g443" />
79 -
|0 <!l—— Define a 3%L HTTF/1l.1 Connector on port 5443
g1 Thiz connector uses the JISE conficuration, when using LPR, the
8z connector should be using the Cpen’3il style configuration
53 described in the APR documentation -->
ad <l
=14 <Connector port="8443" protocol="HTTP/1.1" S3LEnskhled="trus"
= maxThreads="150" scheme="https" secure="crue®
27 clienthuth="false" sslProtocol="TL3" />
ag ——
K12

ERINIE L N <Connector port= “8443”..... > ByE RN, FATAT DA “<t-- -->” Jefsi, SRJE 0T 3 T AH
MNEMEN,
i BRI
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<Connector port="443" protocol="org.apache.coyote.http11.Http11Protocol"

maxThreads="150" SSLEnabled="true" scheme="https" secure="true"

keystoreFile="keystore/domain.jks" keystorePass="1IF + % fi"

clientAuth="false" ssIProtocol="TLS"

ciphers="TLS_RSA_WITH_AES_128 GCM_SHA256,

TLS_ECDHE_RSA WITH_AES_128 GCM_SHAZ256,

TLS_RSA_WITH_AES_128 CBC_SHA,

TLS_ECDHE_RSA WITH_AES_128 CBC_SHA,

TLS_RSA_WITH_AES_128 CBC_SHA256,

TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256,

SSL_RSA_WITH_3DES_EDE_CBC_SHA,

TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA" />

#%VE: port: ¥

keystoreFile: EP 42 (HIU1: conf/name.jks); keystorePass: iIE45%514 .

B Ja RAE LI B S, AR5 E S Tomeat Jig Bk VT 1Rl 4 13:

/ [ spache Tomeat/T.0.28 % ||

iniG
B mEs | EHRE

<« C | 8 https:// ceemisisbe—

2

WEHER

Home Documentation Configuration Examples Wiki

Apache Tomcat/7.0.29

kommended Reading:
burity Considerations HOW-TO

TSR ERDT:
« RETAZ I EARS (5

* HXRPHEER  ESSIEHME L amHE e

EH: cebk—

fE%E:  WoSign Class 1 IV Serwver

AHEEAM 2014-5-30 Fl 2015-5-30

AEERAG)

Inager Application HOW-TO

Istering/Session Replication HOW-TO

Realms & AAA
JDBC DataSources

Mailing Lists

Examples

Documentation
Enader webapp |3 Tomcat 7.0 Documentation

N
5. xml
Tomcat Wiki

anager

Tomcat 7.0 Configuration

ek PERYIGRLXESEAE 1057 SREZAE " A BE 502
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3.3.2 Tomcat 8.5 X Z[EhA
HF) Tomeat 2% H % conf N “Serverxml” , FCAGmEZRITF, KB FERAME WK 14:

<=
<Connector port="8443" protocol="org.apache.coyote.httpll.HttpllNioFProtocol™
maxThreads="150" S5LEnabled="true">
<S5S5LHostConfig>
<Certificate KevestoreFile="conf/localhost-rea.jks"
</535LHostConfig>
</Connector>
-3

K 14

BRINTE ML T <Connector port= “8443”..... > MEREN, FATAT AR “<1-- -->7 Jefi, FEHEATHI N B,
te .

e BBl an T
<Connector port="443" protocol="org.apache.coyote.http11.Http11NioProtocol"
maxThreads="150" SSLEnabled="true">
<SSLHostConfig>
<Certificate certificateKeystoreFile="F:\Tomcat 9.0\conf\name.jks"
certificateKeyAlias="alias"
certificateKeystorePassword="iF 1 2"
type="RSA" />
</SSLHostConfig>
</Connector>
ZvE: port: ¥ 15

certificateKeystoreFile: UEF g4 40: conf/name.jks);

11
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certificateKeystorePassword: iiF 52515,

certificateKeyAlias: iF+ 544

G ORAFBC B SCfF, SRJ5 EE Tomeat J5 FHAVT MBI TT . 4] 5.

L=

C' | @& https:/ /A

23X Apps [0 SSlTools (0 BBS (O] wosign [ java jdk [@ AndroidifsiElHttpsIE os

Home Documentation Configuration Examples Wiki Mailing Lists

Apache Tomcat/9.0.0.M9

he Apache Software |

"

Certificate

General Details Certification Path

e

a Certificate Information

This certificate is intended for the following purpose(s):
= Ensures the identity of a remote computer
= Proves your identity to & remote computer
«1.3.6.1.4.1.36305.6.1.2.2.1

*Refer to the certification authority's statement for details.

Issued to: dummms

Issued by: WeSign CA Free S5L Certificate 62

Valid from 2/25/2015 te 2/26/2018

Issuer Statement

FTO

n HOW-TO

xamples

pN
umentation
figuration

fortant
nation in:

NING.txt
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http://www.apa

Sen

Man

Hos

Serviet Specifi
Tomcat Versio

Getting Help

FAQ and Mailing

The following mailin:
available:

tomcat-announce

Im portant announcemn
security vulnerability
(Low volume).

tomcat-users
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