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1.1 3REX SSI #EH

RATRBETUE T RGIGREEMUAE A Czip) B4k, 4P A QS =FiEd
F&24n: for Apache. for Ngnix. for Other Server; Tomcat 5 Il 45 %% b7 B for Nginx B
[HT ) ert UEF SO, SR8 JE TR AR jks #% X

Ef for Apachezip 2019/1/21 14:15 ZIP Z7i% 6 KB

Ef for Nglnxzm*—-_ ﬁﬁrﬂt}zﬁ_ 2019/1/21 14:15 ZIP 3T 6 KB

E¥ for Other Server.zip 2019/1/21 14:15 ZIP 3T 7 KB
K1

TFF for Nginx SCHFRT BLE I A 40, 4 2

] testwosign.com_bundle.crt 2017/11/27 15:27 =2ukH 6 KB

K 2

A key SCfF, FREIR B4 CSR —i2 A M AN SO, il 3

1 : e rCRYr Ao
__| youdomain.com.csr CSRY7 44

T)’O—Udomain.com-ke)’ ’ AT

K 3

H R T B R #bE: https://download.wosign.com/wosign/wosigncode.exe

HRTT: ST key STHFTAE] for nginx B, FEXUEE FEE T H, GGEAUESI Bk
WE, GRS U, Pk UL SE PEM,  HARKS UILSF IKS.,

WER SO AEE MRk, K2 for nginx H, &F

yourdomain.com_bundle.crt, 5 e .

A A JE Rk A, #R 3 for nginx H 3%, %$% yourdomain.com.key, i
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Y, X HEAIE S AR R AL RS

IKS % (ERIEE —ANED (GHUIKS #%UEBEEN, 2 J51E tomeat 1223
EAS (R % 75 ZEAE T 210D

= ‘ o
%S CSR CAB/CAT 43 Wolrus
BHEER

— BT RSB AS(PEMET):
() RNt BHEP WWSOCATHE

BuaEm: (O PEM DER PFX JKS

7
B DER pex @ JKS @& ]

EHE:  DAfor ngindyourdomain.com bundle.crt o 3
fAEw®:  D\for nginx\yourdomain.com.key i)

AR

%R

SR, Al EFRAAESSCFAE, SRR, HEEH

yourdomain.com.jks, A di{#1F .

-

File name” yourdomain.com,jks | B

Save as type: | JKS(*.jks) ~

e Folders Cancel
wh, 193 jks =L
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=l sslkey 2018/4/17 17:37  KEV I0it
| | | testwasign.com.jks | 2018/4/17 17:38  JKS S0i#%
] testwosign.com_bundle.crt 2017/11/27 15:27 =2

1.2 #5& SSL iEH

1.2.1 Tomcat 8.5 2 Bl A

H.F) Tomceat 2235 H 3% conf T “Serverxml”, FSCARZwiE 23T, AW T ERAL

B O 12:
| 7 server.zal x|
0y o 20y 30 A T80y B0 R0 B
73 <!—— i "Conhector” using the shared thread pool-->
74 -
75 <Conhector executor="tomcatThreadPool™
76 port="8080" protocol="HTTE/1.1"
77 connectionTimeocuc="20000"
78 redirectFPorc="g443" />
73 -k
|0 <!—— Define a 53L HTTP/1l.1 Connector oh port 5443
S1 This conthector uses the J35E configuration, when using APE, the
82 connector should be using the OpenSSL style configuratcion
83 descrikbed in the APR documentation —->
24 < -
55 <Conhector port="5443" protocol="HTTP/1.1" 33LEnabled="trus"
=13 maxThresds="150" schewme="https" secure="tru="
27 zlientAuch="false" s=1Protocol="TL3" />
28 ——%

K12

BRINEOL T <Connector port= “8443”..... >@ R, FRATATLAIE “<1-- -->7 g,

SRR A AT B T Lt

P BT

<Connector port="443" protocol="org.apache.coyote.http11.Http11Protocol

maxThreads="150" SSLEnabled="true" scheme="https" secure="true"

keystoreFile="keystore/domain.jks"

clientAuth="false" sslProtocol="TLS"

keystorePass="1IF 1 % {5
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EBiE: 0755-86008688  Muk: www.wosign.com

B5



N - BB FNHREERAT
{Néh ILBEXMENZLA(E WoTrus CA Limited

ciphers="TLS_RSA_WITH_AES_128 GCM_SHA256,
TLS_ECDHE_RSA WITH_AES 128 GCM_SHA256,
TLS_RSA_WITH_AES 128 CBC_SHA,
TLS_ECDHE_RSA WITH_AES 128 CBC_SHA,
TLS_RSA_WITH_AES 128 CBC_SHA256,
TLS_ECDHE_RSA WITH_AES 128 CBC_SHA256,
SSL_RSA WITH_3DES EDE_CBC_SHA,

TLS_ECDHE_RSA WITH_3DES_EDE_CBC_SHA" />
%V port: IS
keystoreFile: iE-P 42 (%14n: conf/name.jks); keystorePass: ilf 3215,

B Ja RAFIZIC B M, AR5 BR Tomeat J& DT 4114 13:

/ [#] hpache Toneat/T.0.29 x|

« C B https:// ce——ibi—

Home Documentation Configuration Examples Wiki Mailing Lists

Apache Tomcat/7.0.29 N

L= X
A AR | TS
EBER Fommended Reading:
- urity Considerations HOW-TO
XTSI B A

hager Application HOW-TO
Istering/Session Replication HOW-TO

- (RETRH EARS 5

* HAHRER o SR AR 8.

WES:  alesiebdei— Realms & AAA Examples
JDBC DataSources
WEFE:  WoSign Class 1 IV Server Ch

HRAEGAM 2014-5-30 B 2015-5-30

Documentation
pnager webapp is Tomcat 7.0 Documentation
e uR
HEE B 5) Tomcat 7.0 Configuration
5. xml
= Tomcat Wiki
ERET
K13

1.2.2 Tomcat 8.5 % 2 J5 A

3 Tomcat 2225 H 3 conf T 1Y “Serverxml”, FSCARYRAESITH, BT ERAL
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B K 14:
< -
<Connector port="8443" protocol="org.apache.coyote. httpll.HttpllNioProtocol™

maxThreads="150" S55LEnabled="true">
<55LHo=stConfig:
<Certificate certificateEeystoreFile="conf/localhost-r=sa.jks"
type="REA" />
</55LHostConfig>
</Connector>
—-——x

Kl 14

BRINTE DL T <Connector port= “8443”..... >RHHEREN, AT IS “<1-- -->” L4,
FERATHMN BN . BCE NI

<Connector port="443" protocol="org.apache.coyote.http11l.Http11NioProtocol"
maxThreads="150" SSLEnabled="true">
<SSLHostConfig>
<Certificate certificateKeystoreFile="F:\Tomcat 9.0\conf\name.jks"
certificateKeyAlias="1"
certificateKeystorePassword="11F 13 % "
type="RSA" />
</SSLHostConfig>
</Connector>
#/yE: port: i H T
certificateKeystoreFile: iE-f5E&f2(f51%1: conf/name.jks);
certificateKeystorePassword: 115 %5

certificateKeyAlias: iF 155144
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R Ja RAFZBC B, P85 HE Tomceat J5 X5 HIBIAT . dnf&l 5

/ @Apache Tomeat/T.0.29 x \___,
€« C' | { https:// dememsnisisise

Home Documentation Configuration Examples Wiki Mailing Lists

Apache Tomcat/7.0.29 N

A eEER | rERe

tommended Reading:
burity Considerations HOW-TO
hager Application HOW-TO

EHER

TSR AN T
« (RIETR T EAANS 5

Istering/Session Replication HOW-TO

* BREAER » EEEIERIE R A

RES:  ciie— Realms & AAA Examples
JDBC DataSources
REE:  WoSizn Class 1 IV Server Ch

FaEGAM 2014-5-30 B 2015-5-30 i
Documentation

Enager webapp is Tomcat 7.0 Documentation
= .
EE RS 6) Tomcat 7.0 Configuration
5. xml
[ ®m= | Tomcat Wiki
i3 anager R . L
5

ik @S sSLUE B R RS 2 T RE & LU N R, XI5
a. s R4 ELE: hitps://bbs.wosign.com/thread-1284-1-1.html

b. ¥ https TUH 5 HILHERREE R, BE IR ITA AR 2R R, 7I5%
DL BEEZ:  https://bbs.wosign.com/thread-1667-1-1.html
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